
 Safety First! 
 Privacy, Security, and Your Data 

 METRO is hosting a workshop as part of Library Privacy Week. 

 Description 

 This workshop will feature activities from the Mozilla Foundation. We’ll explore new ways of helping learners 
 better understand how our data is being used and misused online, and what we can do to protect it. 
 Resources will be provided. 

 This workshop will help you: 

 ●  Improve your understanding of how the web works / where we might find security vulnerabilities 

 ●  Understand how and why outside entities scramble to intercept and monetize your data 

 ●  Build a toolkit of steps to take to protect your information 

 This workshop is ideal for those who are curious about the many ways in which online information is 
 tracked, and would like to do something about it. Coffee and snacks will be provided. 

 Workshop Outcomes 

 By the end of this workshop, participants will be able to: 

 ●  Use memory aids to accurately describe how information flows through the internet 

 ●  Accurately describe at least three ways in which data privacy may be compromised 

 ●  Accurately describe at least three entities that are interested in intercepting data and why they do so 

 ●  Refer resources to enumerate steps to take to protect information in venues like browsers, social 
 media, and email, as well as on devices 

 Workshop Preparation 

 Set chairs and tables in U-shape with 8 chairs in the middle. 
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 Time  Script  Materials 

 9:15 - 10:00: 
 Set up 

 Arrive at least 30 minutes before the workshop is scheduled to 
 start. Arrange the room in “U-boat” setup. Prepare worksheets 
 and visual aids. 

 Write community agreements on flip chart paper and post to 
 the wall: 

 ●  One mic 
 ●  Assume positive intent 
 ●  Use I statements 
 ●  Be open to different ideas 
 ●  Step up/step back 
 ●  Take breaks if you need to 

 Set flip chart paper and prompts for the first activity on each 
 table. Write an answer to each prompt as a demo. 

 Welcome learners at the door. Ask each learner to join a table. 

 computer, 
 projector, slide 
 deck, flip chart 
 paper, markers 

 10:00 - 10:15: 
 Gallery Wall 
 Activity 

 Invite learners to begin our first activity. They’ll see a prompt 
 and some flip chart paper at each table. Give each learner a 
 marker. Ask them to tour the room and add their input on 
 each sheet. They are welcome to plus 1 anything they agree 
 with. 

 ●  What does privacy mean to you? 
 ●  Imagine a future in which privacy remains an individual 

 responsibility. What does that future look like? 
 ●  Little to no federal regulation exists in the realm of 

 data privacy. Do you believe that this should change? If 
 so, what steps should we collectively take? 

 ●  What steps are you already doing to protect your data 
 privacy? 

 [Note: ensure the list on the last question includes the following: 
 ●  Changing your privacy settings 
 ●  Clearing browsing history 
 ●  Creating strong passwords 
 ●  Enabling 2-factor identification 
 ●  Using password managers 
 ●  Practicing wifi hygiene 
 ●  Enabling WPA or WPA2 on our wifi routers 
 ●  Avoiding public wifi 
 ●  Protecting personal information 
 ●  Being able to spot phishing schemes 
 ●  Keeping up with security updates on our devices 

 Printed prompts, 
 flip chart paper, 
 markers 
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 At 10:15 a.m., post the paper to the wall. Invite learners to 
 peruse the gallery wall. 

 10:20 - 10:30 
 Introductions 

 Welcome learners to the space. 

 [Slide 2: Name and email address] 

 Introduce yourself and your credentials. Introduce Library 
 Privacy Week. 

 Introduce Priya: “Priya Shrinivasan is the Director of Policy, 
 Standards and Legal Affairs, in the NYC Mayor’s Office of the 
 Chief Technology Officer. The CTO’s office is making 
 broadband, smart city technologies, digital services, and the 
 tech industry work for all New Yorkers.” 

 Demonstrate introductions, and ask participants to introduce 
 themselves: 

 ●  Name 
 ●  Place of work 
 ●  First digital activity you did today 

 [Slide 3: Our goals for today’s workshop] 

 At 10:30 a.m., review the workshop goals. Review our 
 community guidelines. Point out the restrooms and the 
 kitchen. 

 [Slide 3: Today’s Agenda] 

 Review the agenda. Provide a specific time for our break. 

 Part 1: The Online Information Flow 

 Outcomes for this section: 

 ●  Participants will demonstrate how well they understand the information flow on the internet by working 
 together with cue cards to physically map the web 

 ●  Participants will accurately describe at least three ways in which data privacy may be compromised 

 10:30 - 11:00 
 Map the Web 

 “Knowing how the internet works in the first place is key to our 
 understanding of the ways in which our data can be 
 compromised on the web. Let’s do a quick review of how the 
 internet works. If this is new information for some of you, 
 never fear -- we have fun visual aids to help us learn. 

 [Slide 5: Name the Devices] 
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 “First, let’s name the various components of the internet. I’ll 
 flash an icon on the screen, and I’ll ask you to give each a 
 name. Let’s start with things we use each day. 

 [Slide 6: Laptop] 
 “What’s this? How can you tell? What’s the purpose of this 
 device?” et cetera 

 [Slide 7: Desktop Computer] 
 “What’s this? How can you tell? What’s the purpose of this 
 device?” et cetera 

 [Slide 8: Router] 
 “What’s this? How can you tell? What’s the purpose of this 
 device?” et cetera 

 [Slide 9: Modem] 
 “What’s this? How can you tell? What’s the purpose of this 
 device?” et cetera 

 [Slide 10: Server] 
 “What’s this? How can you tell? What’s the purpose of this 
 device?” et cetera 

 “Great! Now we’ve named a few of the critical devices that 
 make up the internet. Each of these are critical infrastructure 
 on the internet, along with things like cables, satellites, 
 smartphones, smartwatches, coffee machines, juicers… but I 
 digress. 

 “Let’s take this a step further and talk about how information 
 flows through these devices. First, let’s come to a common 
 understanding by watching  There and Back Again: A  Packet’s 
 Tale.” 

 [Slide 11: A Packet’s Tale Embed] 

 Cue  A Packet’s Tale  and play for the group. 

 “Why do you suppose information needs to be chunked up 
 into packets in order for it to move around the internet? Do 
 you think there is a rule for such a thing?” 

 [Slide 12:  TCP RFP screen shot  ] 

 “All of the device just discussed must operate according to a 
 set of rules. This slide shows a snippet of the RFP for the 
 Transmission Control Protocol. No need to memorize what 
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 you see here; this is just in case you’d like to take a deep dive 
 into why packets do what they do. 

 “Now let’s get to our feet and see if we can’t figure out how the 
 concept of packets apply to our devices. Let’s form a circle in 
 the back of the room.” 

 [Slide 13: Map the Web] 

 Hand out internet icon cards randomly to the group. Include 
 several client devices and several routers. Have a ball of string 
 ready. 

 Lead learners through the journey of information, sticking action 
 cards to the icon cards as you go. 

 [Slide 14: Stepping through the Online Information Flow] 

 Ask a volunteer to describe what they just learned. Refer them 
 to the slide for cues. 

 [Slide 15: Online Information Flow] 

 “Here’s the full picture of the online information flow. Before 
 we debrief, are there any questions about this concept?” 

 Debrief: “What did we just do together? What do you suppose 
 is the point of an activity like this? What did we learn just now 
 that can help us manage your privacy and security?” 

 Part 2: Data Privacy and Security 
 ●  From memory, accurately describe at least three entities that are interested in intercepting data and 

 why they do so 

 ●  Refer resources to enumerate steps to take to protect information in venues like browsers, social media, 
 and email, as well as on devices 

 11:00 - 11:30: 
 Personal Privacy 
 Audit 

 “In our next activity, we’re going to do a quick audit of your 
 day-to-day activities. This will help you determine where you 
 can best focus your efforts when it comes to building your 
 personal toolkit. 

 “Use this handout to write out all the things you do on an 
 average day. What activities do you perform regularly?” 

 Audit worksheets  ; 
 Signs listing audit 
 categories 
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 [five minutes of silent reflection] 

 “Let’s take a tally of your online activities. As I read out the 
 following attributes, note the relevant activity on your sheet 
 with the icon described. 

 ●  Which actions require the use of a  device  ? Mark these 
 with a star. 

 ●  Which actions require the use of  a browser  ? Mark 
 these with a checkmark. 

 ●  Which actions required the use of  a website  ? Mark 
 these with a square. 

 ●  Which actions required the use of  email  ? Mark these 
 with a circle. 

 ●  Which required the use of  social media  ? Mark these 
 with a triangle. 

 ●  Which required the use of  an app  ? Mark these with  a 
 triangle. 

 “We know from our Map the Web activity that there are many 
 opportunities for our data to be intercepted, or interpreted by 
 site owners to track my behavior. On the reverse of your 
 sheet, please answer the following Qs: 

 ●  Who might notice how often I’m using my technology 
 to do day-to-day tasks? 

 ●  What could they find out about my online habits? 
 ●  What could they find out about where I am in the real 

 world? 

 Discussion Questions 

 ●  Did the number of tasks for which you relied on 
 technology surprise you? 

 ●  Who do you think might be noticing your online habits? 
 ●  What do you think these entities might be able to learn 

 about you? 
 ●  Which of this information would you like to protect? 

 “Now that we’ve got a sense of our most data-rich activities, 
 please stand up and place a sticky note on the sign that 
 represents the areas in which you spend most of your digital 
 time. You’ll notice a sheet marked “other” -- please write in an 
 areas that aren’t available on the posters.” 

 11:30 - 11:45 
 Break 
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 11:45 - 12:30 
 Build Your Privacy 
 Toolkit 

 Ask learners join the group that represents their most vulnerable 
 assets. 

 ●  Device security  (including apps) 
 ●  Browsing safely  (including websites) 
 ●  Email best practices 
 ●  Social media 

 Follow the links for activities for each category. 

 “Welcome to your new groups. We’ll be working together for 
 the rest of the workshop. 

 “I’m going to hand out a self-directed workbook to each group. 
 Each workbook contains an activity relevant to your interests, 
 and then asks you to compile recommendations for increasing 
 data privacy and security related to these topics. 

 “Going around the room, you’ll see that we have groups 
 dedicated to device security, browsing safety, best practices 
 for email, and best practices for social media. 

 “Each group will be asked to compile a set of practices to share 
 with the rest of the group at 12:30 p.m. We’ll be working in a 
 combined document so that everyone leaves with a good set 
 of tips and tricks for shoring up your online privacy. 

 “Here’s what you need to know about these workbooks. They 
 are self-directed. They contain stage directions in them to help 
 ensure each group stays on pace. What questions do you have 
 before we begin?” 

 Workbooks 

 12:30 - 12:50 
 Group share out 

 [Slide 20] 
 Invite each group to come up for a five minute presentation about 
 their work together. Ask each group to share their top three tips. 

 Google document 

 12:50 - 1:00 
 Closing 

 [Slide 21] 
 Share with learners that, in order to effect lasting change, we 
 must devise a system of habits. Charles Duhigg’s cue > habit > 
 reward cycle. 

 Ask each learner to write down answers to the following questions 
 on a sheet of paper: 

 ●  What digital privacy-related habit would you like to 
 change? 

 ●  What cues will you look for in your life? 

 n/a 
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 ●  What reward can you look forward to? 

 [Slide 22] 
 Invite each individual to complete this sentence: 

 “I will work to improve my personal privacy and security by 
 ______.” 
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